THUYET MINH DU THAO TIEU CHUAN QUOC GIA

AN NINH MANG - SAN PHAM PIEU PHOI, TU PONG HOA VA PHAN
UNG AN NINH MANG - YEU CAU CHUNG

1. Thong tin chung vé dw thio TCVN

a) Tén du thao TCVN

TCVN XXXXX:2026 An ninh mang - San pham diéu phdi, tw dong hod va phan tng

an ninh mang - Yéu cau chung.

b) Thudc linh vuc

Tiéu chuén thudc linh vuc tiéu chuén cho san phém, dich vu an ninh mang.

c¢) Pham vi ap dung cua TCVN

Tiéu chuan nay quy dinh cc yéu ciu ky thuat chung d6i véi san pham diéu phdi, tu

dong hoa va phan tmg an ninh mang (Sau day viét tit 1a SOAR).

d) Muc tiéu cua TCVN

Viéc nghién ciru, xay dung va ban hanh tiéu chuan quéc gia d6i v6i san pham dicu

phéi, tu dong hoa va phan tmg an ninh mang (SOAR) nham tao 14p mot hé quy chiéu

do luong va kiém dinh k¥ thudt thong nhat, lam cin c&r cho cong tac danh gia chat

lwong san pham trude khi dwa vao st dung. Tiéu chuin nay s& dong vai trod 1a thude

do k¥ thuat dé cac co quan, t6 chtic, chii quan hé théng thong tin tham chiéu trong qua

trinh thiét ké, 1ap hd so thau va nghiém thu. Pong thoi, day ciing 1a dinh hudng cho

cac doanh nghi¢p cong nghé trong nudc chuén hoa kién trac, tdi wu hoa thuat toan, tao

don bay thuc ddy nghién ctru va phat trién cac san pham SOAR “Make in Vietnam”

dat chat lugng twong duong qudc té va dap ung toan dién yéu cau bao vé chii quyén

trén khong gian mang.

d) Co quan chu tri soan thao

- Tén co quan: Cuc An ninh mang va phong, chdng t6i pham st dung Cong nghé cao - Bo

Cong an.

- bia chi: L6 E2, khu d6 thi m&i Cau Gidy, Phuong Cau Gidy, Thanh phd Ha Noi.

e) T6 chirc tham gia soan thao

Tham gia soan thao tiéu chuan qubc gia (TCVN) nay bao gém: Cac can bd Trung tim

An ninh mang quéc gia thuc Cuc An ninh mang va phong, chong t6i pham st dung

Cong nghé cao; Cac chuyén gia cia Hiép hi An ninh mang quoc gia; Cong ty Co phan

Cong nghé An ninh mang Qudc gia Viét Nam (NCS Group).

g) Phién ban dy thao: Version 1
2. N¢i dung du thao TCVN

DU THAO TCVN THUYET MINH




1 Pham vi ap dung Tu xay dung
2 Tai liéu vién dan Tu xay dung
3 Thuat ngir, dinh nghia va chir | Tu xay dung
viet tat

3.1 Thuat ngr va dinh nghia Tu xay dung
3.2 Chir viét tit Tu xdy dung
4 Yéu ’cz‘iu chung, quén tri va an | Ty xay dung
toan doi véi san pham

4.1 Yéu cau vé tai liéu Tu xay dung

4.2 Yéu ciu vé quan tri hé¢ thong

Tham khao myc 2. Yéu cau vé quan tri hé théng
tai QD s0 1907/QD-BTTTT cua B9 Thong tin
va Truyén thong.

4.2.1 Quan ly van hanh

Tu x@y dung dua trén co sé ra soat muc 2.1.
Quan 1y van hanh tai QD s6 1907/QD-BTTTT
ctia Bo Thong tin va Truyén thong va tai lidu
2023 Market Guide for Security Orchestration
Automation and Response Solutions.

4.2.2 Quan tri tir xa

Tham khao muc 2.2. Log quan tri hé théng tai
QDb 56 1907/Qb-BTTTT cua B Thong tin va
Truyén thong.

4.2.3 Quan ly xac thyc va phan
quyén

Ty xay dung dua trén co s& ra soat muc 2.3.
Quan Iy xac thyc va phan quyén tai QD sb
1907/QD-BTTTT ciia B6 Thong tin va Truyén
thong va tai liéu Market Guide for Security
Orchestration ~ Automation and  Response
Solutions.

4.2.4 Quan ly bao cao

Ty xay dung dua trén co sd ra soat muc 2.4.
Quan 1y bao cdo tai QP s6 1907/QD-BTTTT
ciia B6 Thong tin va Truyén thong va tii liéu
Market Guide for Security Orchestration
Automation and Response Solutions.

4.2.5 Quan ly thong tin xac thyc cla
thanh phan tich hop

Tu xay dung dua trén qua trinh nghién ctru san
pham qudc t€ tai Viét Nam

4.3 Yéu cau vé kiém soat loi

Thamrkhéo muc 3. Yéu cau vé kiém soat 151 tai
QD s0 1907/QD-BTTTT cua Bo Thong tin va
Truyén thong.

4.3.1 Bao vé cau hinh

Tham khao muc 3.1. Bao vé céu hinh tai Qb
1907/QD-BTTTT cua Bo Thong tin va Truyén
thong.

4.3.2 Bao vé dir 1iéq nhat ky, canh
bao, tinh hudng va bang chung

Tham khao muc 3.2. Bao vé dir liéu log, canh
bao, tinh huong va bang ching tai QD




1907/QD-BTTTT ctia B4 Thong tin va Truyén
thong.

4.3.3 Pong bo thoi gian hé thong

Tham khao muc 3.3. Pdng bo thoi gian hé
thong tai Qb s6 1907/Qb-BTTTT cua Bo
Thong tin va Truyén thong.

4.4 Yéu ciu vé nhat ky hé thong
(log)

Tham khao muc 4. Yéu cau vé log tai Qb
1907/QDb-BTTTT cua B Thong tin va Truyén
thong.

4.4.1 Log quan tri h¢ thong

Tham khao muc 4.1. Log quan tri hé théng tai
Qb s6 1907/Qb-BTTTT ctua B6 Thong tin va
Truyén thong.

4.4.2 Pinh dang log

Tham khao muc 4.2. Binh dang log tai Qb §6
1907/QD-BTTTT cta Bo Thong tin va Truyén
thong.

4.4.3 Quan ly log

Ty xay dung dua trén co s& ra soat muc 4.3.
Quén Iy log tai QD s6 1907/QD-BTTTT cua
Bo Thong tin va Truyén thong va tai lidu Market
Guide for Security Orchestration Automation and
Response  Solutions; Tiéu chuan TCVN
14423:2026.

4.4.4 Bao vé nhat ky kiém toan

Tu xay dung dua trén nghién clru san phém
qudc t€ c6 mat trén Viét Nam.

4.5 Yéu cau vé tinh san sang

Ty xay dung dua trén qua trinh nghién clru san
pham quoc teé tai Viét Nam

4.5.1 Kién tric du phong

Tu xay dung dua trén qua trinh nghién clru san
pham quoc t€ tai Viét Nam

4.5.2 Co ché chuyén d6i dy phong

Tu xay dung dua trén qua trinh nghién ctru san
pham quoc t€ tai Viét Nam

4.5.3 Dong bo dit li¢u va khoi phuc
sau su cO

Tu xay dung dua trén qua trinh nghién ctru san
pham quoc t€ tai Viét Nam

4.6 Yéu ciu vé giam sat tinh trang
hoat dong

Tu xay dung dua trén qua trinh nghién ctru san
pham qudc t€ tai Viét Nam

4.6.1 Giam sét thanh phan hé thong

Tu xay dung dua trén qué trinh nghién ctru san
pham qudc t€ tai Viét Nam

4.6.2 Giam sat thanh phan tich hop

Ty xay dung dya trén qua trinh nghién clru san
pham quoc teé tai Viét Nam

4.6.3 Giam sat ludng thu thap dir
licu

Ty xay dung dya trén qua trinh nghién clru san
pham quoc teé tai Viét Nam

4.6.4 Canh bao van hanh va xuét dix
lidu giam sat

Ty xay dung dya trén qua trinh nghién clru san
pham quoc teé tai Viét Nam




4.7 Yéu cau vé bao vé dir liéu

Ty xay dung dya trén qua trinh nghién clru san
pham quoc té tai Viét Nam

4.8 Yéu cau vé an toan va vong
doi san pham

Tu xay dung dua trén qua trinh nghién ctru san
pham quoc teé tai Viét Nam

5 Yéu cau chirc nang nghi€p vu
doi voi san pham

Tu xay dung dua trén qua trinh nghién ctru san
pham quoc t€ tai Viét Nam

5.1 Yéu cau vé chirc niang di€éu
phoi xir ly

Tu xay dung du trén co sO ra soat
muc 6. Yéu cau vé chtic ning diéu phdi xtr ly
va giam sat tai QD s6 1907/QD-BTTTT cua Bo
Théng tin va Truyén thong.

5.1.1 Diéu phdi xir Iy canh bao

Tham khao myc 6.1. Yéu cau vé diéu phdi xur
1y canh bao tai QD s6 1907/QD-BTTTT cua B
Thong tin va Truyén thong.

5.1.2 Piéu phdi xir Iy tinh hudng

Tham khao muc 6.2. Yéu cau vé diéu phdi xir
Iy tinh hudng tai QD s0 1907/QD-BTTTT cua
Bo6 Thong tin va Truyén thong.

5.1.3 Leo thang va thong béao

Ty xay dung dya trén qua trinh nghién clru san
pham quoc té tai Viét Nam

5.2 Yéu cau vé chirc ning giam
sat va phan tich su co

Tham khao muc 6.3. 6.3. Giam sat va phan tich
sw ¢6 an toan thong tin tai Qb s6 1907/Qb-
BTTTT cta B6 Thong tin va Truyén thong.

5.3 Yéu céu vé chirng niing tich
hgp va tw dong hoa

Tham khao muc 7. Yéu cau vé chirc ning tich
hop va ty dong hod tai Qb ‘sé 1907/Qb-BTTTT
cua BO Thong tin va Truyén thong.

5.3.1 Quan ly thanh phan tich hop

Tham khao muyc 7.1. Quan ly thanh phan tich
hop tai QD s6 1907/QD-BTTTT cua B Thong
tin va Truyén thong.

5.3.2 Hd tro tich hop nhiéu nén
tang khac nhau

Tu xay dung dua trén co sé ra soat muc 7.2. H6
trg tich hop nhiéu nén tang khac nhau tai QP
s6 1907/QD-BTTTT ctia Bo Thong tin va
Truyén thong va tai liéu 2023 Market Guide for
Security Orchestration Automation and Response
Solutions.

5.3.3 HO trg tich hop API

Ty xay dung dua trén co s& ra soat muc 7.3 Hd
trg tich hop nhiéu API va muc 7.4 HO hd tro
tich hop API theo hai chidu tai QP s
1907/QD-BTTTT cua Bo Thong tin va Truyén
thon va tai liéu Sercurity Orchestration,
Automation, and Response for Sercurity Analysts.

5.3.4 Quan ly kich ban

Tham khao muc 7.5. Quan ly kich ban tai Qb
s0 1907/QD-BTTTT cua B Thong tin va
Truyén thong.




5.3.5 HO trg thuc hién kich ban tu
dong

Tham khao muyc 7.6. HG trg thuc hién kich ban
tu dong tai Qb s6 1907/QP-BTTTT cua Bo
Thong tin va Truyén thong.

5.3.6 HO tro thuc hién kich ban ban
tu dong

Tham khao muc 7.7. HO tro thuc hién kich ban
ban tu dong tai Qb §6 1907/Qb-BTTTT cua
Bo6 Thong tin va Truyén thong.

Tham bao NIST SP 800-61r3 - Incident
Response Recommendations and
Considerations  for  Cybersecurity  Risk
Management

5.3.7 Kiém soat thyc thi va xir Iy
ngoai I¢ kich ban

Tu x@y dung dya trén qua trinh nghién ctru san
pham qudc té tai Viét Nam

5.4 Yéu cau veé hiéu nang xir ly

Tham khao myc 5. Yéu cau vé hiéu nang xir ly
tai QD s6 1907/QD-BTTTT cua B Thong tin
va Truyén thong.

5.4.1 Do tré thoi gian phan hdi cac
yéu cau truy van dir licu

Tham khao muc 5.1. Do tré thoi gian phan hdi
cac yéu cau truy van dir lidu tai QD sb
1907/QD-BTTTT cua Bo Théng tin va Truyén
thong.

5.4.2 Thu thap dong thoi nhiéu
canh bao

Tham khao muyc 5.2. Thu thap d6ng thoi nhiéu
canh bao tai QD s6 1907/Qb-BTTTT cua Bo
Thong tin va Truyén thong.

5.5 Yéu cau vé quan ly bang
chirng so

Ty xay dung dya trén qua trinh nghién clru san
pham quoc teé tai Viét Nam

5.5.1 Tiép nhan va bao toan bang
chung

Tu xay dung dua trén qua trinh nghién clru san
pham quoc té tai Viét Nam

5.5.2 Chudi hanh trinh bang chimg

Tu xay dung dua trén qua trinh nghién clru san
pham quoc teé tai Viét Nam

5.5.3 Xt 1y an toan ddi voi bang
chtirng c6 kha nang doc hai

Tu xay dung dya trén qua trinh nghién ctru san
pham quéc té tai Viét Nam

5.5.4 Luu giit va tiéu huy

Tu xay dung dua trén qua trinh nghién ctru san
pham quoc teé tai Viét Nam

5.6 Yéu cau vé dieu hanh trng
clru su ¢o

Tu xay dung dua trén qud trinh nghién ctru san
pham quoc t€ tai Viét Nam

5.6.1 Quan 1y nhiém vu trong tinh
hudng

Tu xay dung dua trén qua trinh nghién ctru san
pham qudc t€ tai Viét Nam

5.6.2 Vai tro trong su ¢

Tu xay dung dua trén qua trinh nghién ctru san
pham qudc t€ tai Viét Nam

5.6.3 Nhat ky diéu hanh s ¢

Ty xay dung dya trén qua trinh nghién clru san
pham quoc té tai Viét Nam




5.6.4 Phan cép, lién két va bao mat
tinh huong

Ty xay dung dya trén qua trinh nghién clru san
pham quoc té tai Viét Nam

5.6.5 Bao cao su ¢o

Ty xay dung dya trén qua trinh nghién clru san
pham quoc té tai Viét Nam

5.7 Yéu cau vé quan ly thong tin
veé moi de doa

Ty xay dung dya trén qua trinh nghién clru san
pham quoc teé tai Viét Nam

5.7.1 Quan ly d4u hiéu tin cong

Ty xay dung dya trén qua trinh nghién clru san
pham quoc teé tai Viét Nam

5.7.2 Tiép nhan va chia sé

Tu xay dung dua trén qua trinh nghién ctru san
pham quoc t€ tai Viét Nam

5.7.3 Pbi sanh va ghi nhan phat
hién

Tu xay dung dua trén qua trinh nghién ctru san
pham quoc t€ tai Viét Nam

5.7.4 Quan ly thuc thé mbi de doa

Tu xay dung dua trén qua trinh nghién clru san
pham quoc t€ tai Viét Nam

5.7.5 Ban hanh bién phap phong vé

Tu xay dung dua trén qua trinh nghién ctru san
pham qudc t€ tai Viét Nam




